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Instructions

There are 5 general questions and 5 in-depth questions. The general questions are
from G1 to G5, and the in-depth questions are from D1 to D5. The questions are
grouped pair-wise under their corresponding topic.

You have to answer at most 3 general questions and 3 in-depth questions. You must
answer at least one of the questions for each topic. A correct answer for a general
question gives you 2 points, and a correct answer for an in-depth question gives you 6
points. To pass the exam you need to accumulate at least 3 points from general
questions and 9 points from in-depth questions. The exam grading depends on the
total namber of accumulated points.

Attention

If you answer more than 3 (general} + 3 (in-depth) questions we will randomly choose
3 + 3 answers for correcting the exam, while the rest of the answers will be discarded.



System Security

Gl

D1

Explain what mandatory access control is. Explain what discretionary access
control is.

If a system used the same labels for integrity levels and confidentiality levels
(assuming the Biba integrity model and Bell LaPadula confidentiality model),
what would the practical consequences be?

Identification and Authentication

G2

D2

The course literature distinguishes between multimodal systems and multiple
method systems. This terminology is not absolute and generally
acknowledged, but the division is real no matter what you call them. So what
is the difference between a multimodal and a multiple method system?
Biometric passports with fingerprints can be regarded as a multimodal as well
as a multiple method system. Explain!

The course literature on token security treats many different attacks and
defences against these attacks. Suppose that you are involved in the
development of a token intended for use as an authenticating device.

List at least three different design principles/precantions, which should be
incorporated in the development, and explain why they are necessary!

Network Security

G3

D3

There is a principle in security known as “multi-layer security”, which means
that an asset is protected by several layers of (ideally differing) security
mechanisms. The purpose is to slow an attacker down and to prevent flaws in
a single security mechanism from exposing the asset.

Explain briefly how the principle of multi-layer security can be realized when
protecting an asset connected to a computer network.

Some firewalls have a feature called “connection tracking”. When this is
activated, the firewall stores information about the state of every network
connection through the firewall, which allows fine-grained control over traffic
filtering.
a) Having connection tracking enabled creates a vulnerability not
present when connection tracking is off. Explain what that
vulnerability is, how connection tracking causes it, and how it can be
exploited.



b) A similar vulnerability exists in certain network protocols. Name at
least one such protocol and briefly explain how the vulnerability is
manifested in that protocol.

¢) There is a design principle involved here, applicable to many
network protocols. Explain, in principle, how network protocols should
be designed to avoid this vulnerability.

Risk Analysis

G4  What are the steps that must be followed in CORAS risk analysis method?

D4  What kind of information does “site” operator in Google queries reveal?
Through an example show that how it can be used by hackers?

Business Continuity Planning, Physical Security

G5 Briefly describe two types of testing that can be performed on a BCP.

D5  Describe the input, output and the tasks done in the BIA phase in the context
of the BCP planning process.



